‘ il‘lsurity SpatialKey | Command Line Tool Quick Start Guide

This Quick Start guide covers the basics of the Command Line Tool that leverages the Import API. You can upload and manage data from your
Windows command line with minimal programming knowledge required.

We value your feedback. Reach out to your account manager with questions or email
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Download the Command Line Tool
To begin, download the Command Line Tool package
including sample data.

Unzip the contents and put in an accessible location -
you will need to connect to that location later. For
example, place your unzipped folder at c:\program
files\CommandLineTool.

Contents of the Command Line Tool package include:

SpatialKeyDataManagerConfig.xml

This file defines what actions will be taken during
the import process and provides the
authentication info your site.

skdm.exe

This is the program you will run fo import your files
from the command line.

skdm-lib.pdb & skdm-lib.dli

These are necessary but you can ignore, you
won't need to intferact with these files.

Sample Files

There are several sample files you can reference,
including XML descriptors. The XML defines the
field types of the data that will be imported and
defines key columns used within the platform for
geocoding or financial modeling.

<

1

<>

> CommandLineTool

Name

SpatialKeyDataManagerConfig.xml

=, skdm.exe

skdm-lib.pdb
skdm-lib.dll
Shapefile.zip
Shapefile.xml
ReinsurancePolicies.csv
Reinsurancelocations.csv
Reinsurance.xml
Reinsurance.csv
InsurancePolicies.csv
InsurancelLocations.csv
Insurance.xml


https://spatialkeydocs.s3.amazonaws.com/API/CommandLineTool.zip
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Access the APl Keys

To use the Command Line Tool import method, you
need fo have access to the following three API keys:

v User APl Key
v Org APl Key
v Secretf Key

These keys will be used to authenticate to your
SpatialKey site in the config file as described on the
next page. To access these keys, you will need to be a
Data Admin or Super Admin.

1. You can check your permission level by clicking on
your profile in the top right corner of any page.

Find your API keys

2. Once you've verified you have APl admin
permissions, click the “API Access” tab on your
profile page to view the User APl key, Org APl key
and Secret Key.

Jane Doe

Profile e API Access Account Quotas
API Keys

Learn more about how to use your API keys in this article on API Authentication

What's an API Key?

User API Key: 8c9ac2ac-3ee0-4fa2-a595-c2371e55fcle Copy to Clipboard

Org API Key: 066fec54-e670-48bf-bfed-fec3c31fbsaf Copy to Clipboard

Secret Key : Show secre! t key
Created: Dec 18, 2025 by System
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Set up the Data quager Config XML <?xml version="1.0" encoding="UTF-8"7?>

<config>

The Data Manager Config XML file is split into the following sections:

Authentication
. <organizationURL>https://xxx.spatialkey.com/</organizationURL>
Action <organizationAPIKey>xxx</organizationAPIKey>
<userAPIKey>xxx</userAPIKey>>
See the sample SpatialkeyDataManagerConfig.xml shipped with the <organizationSecretKey>xxx</organizationSecretKey>

application for the proper xml format.

If you know XML, these sections will be easy to identify — if you don’t know XML, defau ‘
be patient and search through the file unfil you find these sections and then e e S TR BRI R PR R e 2 R ane B e
plug in the required information. "~ proxyUser and proxyPassword used for custom proxy that requires authentication i

Authentication proxyDor ( ) | fo 1 and

. i <proxyEnable>true</proxyEnable>
Enter Organization URL <proxyURL />
<proxyPort />
<proxyUser />
<proxyPassword />

This should be the same URL you use to access Spatialkey.

Enter APl Keys <proxyDomain />
Org APl Key
User APl Key
Secret Key <proxyEnabled>true</proxyEnabled>
<proxyURL>127.0.0.1</proxyURL>
Define Proxy (optional) <proxyPort>8888</proxyPort>
<proxyUser>proxyusername</proxyUser>
You likely don't need to worry about this section because we'll auto-detect a <proxyPassword>proxypassword</proxyPassword>
Proxy for you, but if we cannot auto-detect a proxy, you may need to work <proxyDomain>proxydomain</proxyDomain>
with your IT department o provide additional information fo the Command
Line Tool. Note that leaving this code out of the XML will result in <proxyEnabled>true</proxyEnabled> and the

" " . rest will be auto-detected if needed.
<proxyEnable> defaults to frue. If "false”, no proxy will be used (not even

the default proxy).

<proxyURL> and <proxyPort> define a custom proxy to use. If either are
blank, skdm will use the default proxy.

<proxyUser> and <proxyPassword> are used for custom proxy that
requires authentication if both are not blank.

<proxyDomain> is used for the custom proxy and is needed for NTLM and
Kerberos

Confinued on next page...
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Set up the Data Manager Config XML (cont...)
Actions

The "actions" section of the Config XML file defines all the actions that will be

done when the Command Line Tool is executed. You can define several
actions in the same file.

The “SpatialkeyDataManagerConfig.xml” fille has several actions already
defined that you can use as a sample. Running this sample will:

Import “InsurancelLocations.csv” & “InsurancePolicies.csv” (shown below)
with XML that links the two and defines policy terms

<action name="insuranceimport">

<actionType>import</actionType>
<dataType>insurance</dataType>
<pathData>InsurancelLocations.csv</pathData>
<pathData>InsurancePolicies.csv</pathData>

<pathXML>Insurance.xml</pathXML>
</action>

Overwrite “InsurancelLocations.csv” & “InsurancePolicies.csv” with XML that
links the two and defines policy terms

Import “Reinsurancelocations.csv”, “ReinsurancePolicies.csv” &
“Reinsurance.csv” with XML that links the three and defines policy &
reinsurance terms

Import “Shapefile.zip” with XML that describes the file

TIP! After you import a dataset, the dataset ID will be populated in the XML
when the command line tool runs. This can help you automate subsequent
“Overwrite” actions.

Command Options Description

actionType import,
append,
overwrite

Note that datasetld is required for the Append or
Overwrite actions. If the Id isn't provided, the action
will be treated as a regular Import. If a datasetld is
provided but the Import actionType is selected, the

datasetld will be ignored.

Note: new datasets that are imported will count
towards your dataset quota, whereas append and
overwrite just adjust the existing file.

dataType CSV,
Shapefile,
Insurance

CSV and Shapefile refer to the actual data types.
Insurance is a specific type of CSV import where
insurance fields are specifically identified in the

accompanying XML file.

pathData

Name of the dataset to load including extension, e.g.

Insurancelocations.csv.

pathXML

Name of the accompanying XML file including

extension, e.g. Insurance.xml.

datasetld

The Id of the existing dataset to be overwritten or

appended to. This can be found in Spatialkey in the
setftings for a given dataset (see image) or by using
the "List" command in the Command Line Tool,
[skdm.exe list]. If the Dataset Id isn't provided, the
action will be treated as a regular Import.

Import (Insurance files)

<action name="import example">
<actionType>import</actionType>
<dataType>CSV</dataType>
<pathData>Insurancelocations.csv</pathData>
<pathData>InsurancePolicies.csv</pathData>
<pathXML>Insurance.xml</pathXML>
<datasetld></datasetld>

</action>

Import (Reinsurance files)

<action name="import reinsurance example">
<actionType>import</actionType>
<dataType>CSV</dataType>
<pathData>Insurancelocations.csv</pathData>
<pathData>InsurancePolicies.csv</pathData>
<pathData>Reinsurance.csv</pathData>
<pathXML>Insurance.xml</pathXML>
<datasetld></datasetld>

</action>

Overwrite

<action name="overwrite example">
<actionType>overwrite</actionType>
<dataType>CSV</dataType>
<pathData>Insurancelocations.csv</pathData>
<pathData>InsurancePolicies.csv</pathData>
<pathXML>Insurance.xml</pathXML>
<datasetld>1111-848-33-33-283838</datasetld>

</action>

Overwrite Shapefile

<action name="shape example">
<actionType>overwrite</actionType>
<dataType>Shapefile</dataType>
<pathData>Shapefile zip</pathData>
<pathXML>Shapefile . xml</pathXML>
<datasetld>1111-848-33-33-283838</datasetld>

</action>
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Set up the Data Manager Config XML (cont...)

Datasetld for Overwrite or Append Permissions
If you are doing an overwrite or append but haven't defined a datasetld, the You'll want to be sure that you have appropriate permissions for various actions
application will do an import instead. If you defined /no-wait, the datasetld will you take via the Command Line Tool.

not be updated. =  Must have appropriate permissions to import datasets to the selected

organization. It's possible that a user is blocked for performing imports. The

Insuranceld for Overwrite or Append
PP best way to test if you run into issues is whether a user can import directly

If you are working with an insurance dataset and want to overwrite or append to into Spatialkey without using the Command Line Tool.

it, you need to first obtain the insurance id which is created when the insurance

dataset is first uploaded into Spatialkey. Please contact us if you want to perform = Must have appropriate permissions for a dataset in order to update or

this action and we can help you get set up. append to it. You can check if you have permission to update or append
to a dataset by going to the dataset's setting in Spatialkey and seeing if you

Append not allowed for Shapefile upload have the option to update or append to it there.

Note that you can only upload new Shapefiles or Overwrite existing Shapefiles. =  Must have appropriate permissions for a dataset in order to delete it. You

You cannot append to Shapefiles. can check if you have permission to delete to a dataset by going to the
dataset's setting in Spatialkey and seeing if you have the option fo delete

Organization limits to it there.

= |If the organization you are importing to has reached the dataset limit cap,
the Command Line Tool will throw an error.

= |f the dataset that you are importing exceeds the organization limits (shapefile
size or number of records in the CSV), the Command Line Tool will throw an
error.
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Gather Files for Import

What type of data can be imported into Spatialkey?2
«  CSV datasets
«  Shapefiles

* Insurance datasets (these consist of 2-3 CSV files,
one for the locations, one for corresponding
policies and one for corresponding reinsurance)

When importing data through the Command Line

Tool, an XML descriptor file is used in conjunction with
the data you want to import.

You can download an XML descriptor for any existing
shapefile or location dataset in Spatialkey to use as a
template for importing new data.

1. Navigate to any dataset’s settings page

2. Click "Data Import API"
3. Click "Generate APl Config"

4. Save the XML file with the extension ".xml" to the
same location as your CSV file by clicking "File >
Save Page As" in your browser -- do not copy and
paste the XML intfo another file.

Note: This method doesn't currently work for
insurance-specific files like policy or reinsurance. In
that case you can generate the XML descriptor file
from scratch.

& Onlyl can Access

Folders

S Favorite Datasets
B Mark

B2 New Folder
Type

2 PointData

i Spatialkey

Apps  Dashboards  Datasets

< Sample Portfolio - Charts
Options .
© oeis sample Portfolio - Charts

2 Manage Data
°
&%

Descriptior

Share with Users
BB Fields

© Join Data

@5 Automation

$  Policy File Setup

o.hrome Jil(} Edit View History Bookmarks Window Helg

Datasets

Oster Quots: — > W‘a
Sample Portiolo- Charts Decz22025 3537 % o + |e
b
‘Sample Book Trends Dec 222025 11:43 AM. 5] 0 K 2]
b
0 wind o 8 e |e
b
) 4lebffo9-4983-4947-b35e-eb1247832711 Dec 162025 848 PM -] e |s
b
®
Created: Mon ®
Last Mo
Quota: This d P
Geocoded With: G
Dataset1d: o 7e41679d069236023e964  Copy to Clipboard — e le
Linked To: Modifying or fectthe followin

Data Import API

The SpatialKey Datalmport API (DIAPI) allows developers to programmatically create or update SpatialKey
datasets. Since the API consists of simple HTTP calls, developers can utilize it in a variety of platforms and
programming languages (like Java, ColdFusion, .Net, PHP, etc.).

Read More About The Data Import API

If you're ready to use the Data Import API, you can use the button below to generate the sample XML
configuration for this dataset.

®0 0 , NewTab £
New Window 8N L
c New Incognito Window '8N imework/datalmportAPI?action =exportUsAML&Gataseta= S [ —
Reopen Closed Tab 48T
D To Read Ope‘:l File... 20 [:l Applications [:l SpatialKey ﬁ FogBugz . Base camp »
This XML| Open Location... #L  rformation associated with it. The document tree is shown below.
Close Window 08w :
v <umgMets porting">
v<datag_ Close Tab BW
<bui A L 8BS 1N
<pre| 3 ) DT 2013</preparedDate>
<nam  Email Page Location 0%l d states</name>
v<geo; "exi
<1z Print...
<longrrugerrera>rongrrude<yrongrtudeField>
</georeference>

</dataset>
v<columns>

ion>1</position>
<name>name</name>
<label>name</label>

<type confidence="100">STRING</type>

<type confidence="100">STRING/STREET</type>


https://support.spatialkey.com/xml-descriptor/
https://support.spatialkey.com/xml-descriptor/
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Run the Command Line Tool

Now let's import your data. Follow the steps below to open the command-line
prompt and navigate to the *CommandLineTool” directory where you put the
unzipped folder and run the commands.

a) Open the Start menu or press the Windows key + R. Type or
in the Run command box. Press Enter.

b) Inthe command prompt window, type:

Note: This only works for immediate folders right after the one you're in.
Alternatively, type: fo go down two levels of
documents at once. If you want fo go back one directory, type fo go
up alevel.

c) Next type:

You can optionally specify a list of actions to perform. When no actions are
specified, all actions from the Config XML file will be run by default.

Command Line Examples
= Run all upload actions in SpatialKeyDataManagerConfig.xml
= Run the specified upload action in SpatialkeyDataManagerConfig.xml

= Run all upload actions in AnotherConfig.xml

= List all datasets for the organization and user defined in
SpatialKeyDataManagerConfig.xml

= Delete the given dataset at the organization and user defined in
SpatialKeyDataManagerConfig.xml

Automation

Want to set up automation fo update a file regularly? For example, maybe you
receive updates to your portfolio each week and want to keep that file current
in Spatfialkey. You can use the Windows Task Scheduler to do this. Here's an

skdm.exe [global option(s)] <command> [command option(s)] [argument]

Options available in the Command Line Tool are listed below. The only option that most users will need
is the config option - the other options are most useful in debugging situations.

Command Description

/help Returns a list of options.
/version Returns version of Command Line Tool.

/trace LEVEL Trace adds verbosity to the Command Line Tool. Valid LEVEL

options:
null
,0,1,2.

/trace or /trace 0 is the default and will mainly just tell you when
the Command Line Tool job is complete

/trace 1 will include status in what is returned
/trace 2 is used more from a developer perspective to debug

/config Specifies which config xml file to use for the command. The

NEWCONFIGFILENAME. XML default config xml is "SpatialkeyDataManagerConfig.xml",
anything other than this name will need to be specified in the
config option. Note that the config option can be used in
conjunction with Commands and Arguments.

Commands available in the Command Line Tool are listed below. Arguments should be defined when
only select items are intended to be specified. E.g. Run the specified upload action in
SpatialkeyDataManagerConfig.xml. Note that Arguments are optional.

Command Options Arguments Description
upload /no-wait, /keep- [ACTION(S)] Triggers processing of all listed
uploadid [ACTION(S)] from the config xml
file. Listing no [ACTION(S)] will
trigger processing of all actions in
the config xml.

list Returns list of dataset ids for the
organization identified in the
config xml.

delete [DATASETID(s) Runs a delete action on the

identified dataset id(s) for the
organization and user defined in
the config xml.

/no-wait - doesn't wait for import, append or overwrite action to complete.
/keep-uploadid - don't cancel the upload id so it can be used in other manual operations


https://www.windowscentral.com/how-create-automated-task-using-task-scheduler-windows-10

